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Abstract

Democratic elections have existed for over 3000 years, since the rise of the world’s first
democracy in ancient Athens. Until these days most countries in the world use
democratic elections to elect a president. In most countries, elections are carried out in
the traditional way without computer involvement in the voting or tallying processes. The
voters have to come to a certain location where the voting takes place. Voting is done
by inserting a ballot or an envelope into the ballot box and the counting is done
manually. Having such elections poses many challenges and disadvantages - high
costs, enforcing election laws, preventing attempts to tamper the elections, the time it
takes to tally the votes, the environmental damage and a complex operation.

With the rise of technology and the Internet in recent years, electronic elections seem to
be the natural evolution of voting system and a way of overcoming these challenges. Up
until now 37 different countries have incorporated various digital means into their
elections process. Each country employed different means - ballot machines,
centralized tallying and completely online voting processes. Although electronic
elections make the physical ballot stations redundant, solve many of the logistical
challenges and reduce costs, they pose additional challenges.

In this paper, we will focus on a vital aspect of democratic elections - the secrecy and
safety of the elections. We will discuss different cryptographic techniques and protocols
that maintain the privacy of the votes through all stages of the election process and

prevent forgeries, biases and changes to the final result.
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